
2025 Mobile Fraud Intelligence 
Briefing: What We’re Seeing Across 
the Threat Landscape

Throughout 2025, our teams have analysed Cleafy’s 
discoveries across the mobile threat ecosystem,  
and the direction of travel is unmistakable: mobile fraud 
has entered a fully industrialised, on-device era.  
The four principal malware families identified this year—
Albiriox, Klopatra, PlayPraetor, and SuperCard X—signal  
a decisive shift in how fraud is orchestrated, delivered, 
and scaled globally.
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2025 Malware Set Through Our Lens

Implications for the Financial Sector
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Albiriox

PlayPraetor

Klopatra

SuperCard X

A highly commercialised MaaS platform enabling 
affiliates to operate inside authenticated banking 
and crypto sessions. Its breadth of targeting and 
modular infrastructure represents a mature fraud 
supply chain.


Read the Technical Analysis

A rapidly scaling MaaS ecosystem with botnet 
growth far exceeding typical Android fraudware. 
Its real-time device-streaming capability redefines 
the adversary’s operational control within a 
customer session.


Read the Technical Analysis

A technically sophisticated banking RAT 
engineered for stealth. The depth of its 
obfuscation stack and its hidden remote-access 
functionality place it firmly in the “next-generation” 
category of mobile threats.


Read the Technical Analysis

A notable expansion of the attack surface beyond 
banking apps. By weaponising NFC, it introduces 
a new class of mobile-enabled payment fraud that 
challenges conventional card-fraud controls. 


Read the Technical Analysis

We are witnessing a shift from transactional interference 
to full-session compromise, where adversaries 
utiliseseeing a transition from transactional interference 
to full-session compromise, where adversaries use the 
device itself as the point of execution. Accessibility 
misuse, remote device management, and relay techniques 
underpin attacks that operate as legitimate usersremote-
device management, and relay techniques underpin 
attacks that operate as the legitimate user within trusted 
environments.


This requires a structural shift in defensive strategy.  
Fraud controls built around transaction scoring are  
no longer sufficient, and mobile-security solutions reliant 
on signatures are outpaced by increasingly 
professionalised obfuscation pipelines.


To counter the 2025 threat model, financial institutions 
must move decisively towards session-layer intelligence, 
combining behavioural analytics, device integrity  
insights, malware-specific telemetry, and fused cyber–
fraud response.
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https://www.cleafy.com/cleafy-labs/albiriox-rat-mobile-malware-targeting-global-finance-and-crypto-wallets
https://www.cleafy.com/cleafy-labs/playpraetors-evolving-threat-how-chinese-speaking-actors-globally-scale-an-android-rat
https://www.cleafy.com/cleafy-labs/klopatra-exposing-a-new-android-banking-trojan-operation-with-roots-in-turkey
https://www.cleafy.com/cleafy-labs/supercardx-exposing-chinese-speaker-maas-for-nfc-relay-fraud-operation


Learn more today

To learn more about how we can help you 
    Visit cleafy.com 
    Email us at info@cleafy.com


Trusted by leading European  
and LATAM banks, boasting a 4.2 score 
on Gartner Peer Reviews.
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The Narrative We Are Driving

The message we are taking to market is 
simple: 2025 marks the point at which on-
device fraud becomes the standard operating 
model for threat actors. The malware families 
uncovered this year show a deliberate,  
scalable engineering approach aligned to 
sustained financial exploitation.   

Our objective is to anchor industry attention 
on the session as the strategic control point. 
Protecting payments alone is no longer 
sufficient; the future of fraud prevention lies in 
protecting the full digital experience.

As we look ahead, it’s clear the market has 
entered a new phase of mobile-led fraud 
where adversaries are no longer probing the 
edges of digital banking—they are operating 
squarely within it.


The findings from 2025 reinforce a simple 
truth: meaningful resilience now depends on 
understanding and controlling the customer 
session end to end. Our commitment is to 
ensure the industry stays ahead of this shift, 
translating intelligence into actionable 
defence and enabling organisations to 
protect their customers with confidence in an 
increasingly contested digital landscape.
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