Customer success story

Seeing the unseen:

How one bank redefined
digital defence through
cyber-fraud fusion
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At a glance

The bank

One of Latin America’s largest private
banks, recognised for its digital

innovation and customer-first approach.

With over 20 million customers and six
million active digital users, the bank
leads the region’s transition to secure,
frictionless digital banking.

The Cleafy advantage

Unified visibility across cybersecurity
and fraud domains.

Early detection of credential
testing, session hijacking, and
device compromise.

Transparent integration with no
changes to UX or app infrastructure.

Precision friction applied only where
needed, reducing customer impact.

Continuous intelligence to detect
evolving attack patterns in real-time.

The challenge Q

Fraud losses continued despite
ongoing investment in Al and
behavioural models. Cybersecurity, risk
and fraud teams operated in silos,
each defending a different layer of the
customer journey. Blind spots between
pre-login and transaction stages
allowed attackers to probe, test, and
exploit weaknesses undetected.

The impact

43% reduction in fraud losses,
saving millions in operational and
payout costs.

67% drop in customer friction within
two months.

Fraud detection shifted left,
identifying threats weeks before
transactions occurred.

Fusion of cyber and fraud teams into
a Cyber-Fraud- Fusion Centre
(CFFC) for unified prevention and
response
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Introduction

Fraud had become predictable; not in its form,
but in its rhythm. Year after year, the same
losses, the same false positives, the same

nu

excuses: “our models are still learning,” “real-

time detection,” “Al-powered prevention.” The
slogans evolved, but the outcomes never did.

At one of Latin America’s largest private
banks, that status quo point had become
unbearable. Fraud never went down. It
remained a consistent threat.

Inside the bank, three teams fought three
separate wars.

> Cybersecurity guarded the perimeter.

> Risk monitored transaction anomalies.

> Fraud handled the aftermath.

Each was armed with trusted tools, but only
saw a fragment of the truth:

Cybersecurity ran advanced bot protection.
Fraud relied on behavioral biometrics and
transaction analysis. Each believed they had
full visibility and the truth. Neither did.
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Their systems worked perfectly in isolation,
yet the attacks moved between them.

One stopped at login.

The other started at transaction.

In between lay a blind spot; space attackers
had learned to exploit.

And because every model learned only from
confirmed incidents, the bank had to
experience loss before it could learn
prevention.

Then came the realisation that changed
everything: Fraud doesn’t behave like an
anomaly. It behaves like a cyberattack.




The misalignment:
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A problem with no clear owner

Every bank starts in a different place: different
fraud patterns, different tech stacks, different
governance lines. But when Cleafy enters the
conversation, the first reaction is almost
always the same: polite confusion.

One team says,
“That’s not us; that sounds like fraud.”

Another says,
“We already have tools for that. We already
monitor that”

Everyone agrees it's serious, but no one
claims ownership.

Cybersecurity watches for intrusions.
Fraud and risk chase transactions one
moment and outcomes the next, never fully
landing on either.

Each team is right within its own lane, and
collectively blind to what's happening
between them.

It's not a lack of skill. It's a lack of alignment.

Most banks were architected in an era when
fraud and cyber were treated as separate
domains. But modern attacks don't respect
those boundaries; they move fluidly

across them.

Cleafy asks the question that reframes
everything: If fraud behaves like a
cyberattack, why isn't it defended like one?

That question doesn't just clarify ownership.
It creates collaboration. And from that
collaboration, fusion begins.

The ‘aha’ moment: Fraud follows a
standard cybersecurity attack kill chain

Preparing
for attack

The Fraud perfoms
tests and, depending
on the bank’s defense
mechanisms, adjusts

the attack.

The Fraudster
defines his
attack surface.

The best or easiest
way to attack
Customers is

validated, depending
on the objective and
the channel to be
compromised.

O,

Recognition Testing and

adjustments

. 2) :

Depending on the
attack you want to
carry out, the
Campaign, or the
particular attack is
sent to the victims.

Sending
the attack

Execution

The fraudstres registers
accounts, make
payments or purchases
with the goal of
withdrawing money from
the account and
monetizing the fraud
with the payments or
purchases.

Once the user(s) fall
into the trap, the
data is collected to
proceed with the
ATO, DTO or ATS

Depending on the
attack you want to
carry out, the ATO,
DTO or ATS will
begin to be executed

o

Monetization

s

Collection




The breakthrough began with a simple
observation: most fraud attacks followed
a familiar cyber kill chain: reconnaissance,
preparation, testing, execution, and

finally, monetisation.

Seen through that lens, everything clicked.
The attacks weren't random bursts of criminal
activity; they were planned, structured, and
disciplined.

Many weren’t automated bot campaigns at
all, but human-orchestrated operations -
deliberate, adaptive, and invisible to
traditional defences. The attackers weren't
guessing; they were testing. They rehearsed
logins, replayed credentials, and watched how
the system responded.

At first, the cybersecurity team pushed back.
“This is more than a bot problem,” they said.
Dashboards showed no spike in automated
traffic. Everything looked clean and under
control.

Then Cleafy revealed what no one else could
see: a reconnaissance campaign happening
before login; quiet, precise, entirely human-
driven.
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Fraudsters were using stolen customer
credentials to probe the bank’s login portal,
entering only usernames - not passwords - and
analysing how the system reacted. Subtle
differences in timing and error codes exposed
which credentials belonged to real customers.

These reconnaissance probes occurred before
login, allowing attackers to quietly map valid
accounts without triggering alerts. They
weren't transactions, so transaction-based
fraud systems ignored them. And because the
probes were manual rather than automated,
standard perimeter defenses had no reason to
react.

For the first time, the bank could see the
invisible testing phase of a Digital Fraud
attack, see the criminal behavior, and proof
that they were mapping its digital perimeter
weeks before any money moved.

The problem was never bots or too many
transactions to the same destination. There
were blind spots.
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The solution:

Seeing the attack before the fraud

By fusing cybersecurity telemetry with fraud
management signals, the teams began to see
traces of attack activity weeks before any
money moved, such as:

> Failed logins without password entries.

The same devices testing multiple
customer IDs.

Remote-access tools embedded inside

> mobile sessions.

All invisible to single-domain systems, but
unmistakable through the lens of Attack
Pattern Recognition/Reconstruction (APR).

The data proved it.

Before fusion, the bank’s behavioural
tools covered only login and transaction
stages, reaching about 43% accuracy in
distinguishing genuine fraud from false
positives.

That shift changed the game. Fraud stopped being a numbers problem and became a discipline
of early detection and deliberate, automated response.

The teams began tagging suspicious sessions
early and applying friction only where it
mattered.

In digital banking, friction is what customers
feel when asked to verify their identity again - a
one-time passcode, a push notification, a call,
an extra step. It's a vital control, but when
applied to everyone, it punishes the wrong
users and erodes trust.

With fusion, the bank introduced controlled
friction, targeted authentication only for
sessions showing early signs of compromise,
such as devices running malware or exhibiting
suspicious login patterns.

Friction became a form of precision: focused,
minimal, and meaningful.

After integrating Cleafy’s pre-login visibility
within the same application, accuracy rose
to 98%. That additional 50% of pre-login
coverage didn't just close a gap; it redefined
the signal, enabling more than a 50%
increase in anomaly detection accuracy.
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From reactive to preventive:
The cyber-fraud fusion centre

The bank formalised this new way of working
into a Cyber-Fraud Fusion Centre (CFFC), a

joint operational model where cybersecurity @
analysts and fraud experts worked side by
side. With unified visibility across digital
channels, they could finally investigate and
respond through a single lens. What began as
separate disciplines evolved into a
coordinated threat defence, mirroring the
Threat Detection, Investigation and

Response (TDIR) model from cybersecurity, ﬂ
now applied to fraud.
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The results were striking:

@
67%

Reduction in customer
friction within
two months.

2
43%

Reduction in fraud
losses, saving millions
in payouts and
operational costs.

Fraud detection moved
upstream, identifying
threats up to four

weeks before any
transaction occurred.

The operation also
changed governance.

Fraud moved from being a risk-only problem
to a cyber problem that CISOs and Head of
Cyber Operations owned. Security became
an enabler for the business rather than a

cost centre.
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The lesson:
Shift left in fraud prevention

The bank’s discovery was deceptively simple: fraudsters are opportunistic (they abandon

most defences still concentrate at the the moment friction appears). By shifting
transaction layer, where the fraudster has visibility left, before the transaction, the bank
already reached the vault. But the real stopped chasing behaviour and started
advantage lies upstream in reconnaissance observing attacks.

and testing.

At the transaction level, customers are Fraud management became real
persistent (they try again when blocked) and prevention, not retrospective learning.

Redefining digital defence

The outcome wasn't just lower fraud rates. separate discipline. It's the foundation for
It was a new way of thinking about every fraud control worth building.
digital defence. Al isn’t the hero. It's the assistant that helps

Fraud isn't an incident to be analysed after the humans navigate the complexity.

fact. It's an attack to be intercepted. It's an In this fusion, the bank didn’t just protect
attack to be intercepted. Cybersecurity isn't a money; it protected trust.
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“The attackers are no longer just external intruders; they operate within digital
sessions, mimicking legitimate users to evade detection. Cleafy observes and
analyses both legitimate users and cybercriminals within digital channels,
identifying threat indicators within digital sessions that reveal criminal intent. By
distinguishing genuine user activity from attacker tactics - such as automated
scripts, credential stuffing, or session hijacking - Cleafy enables the bank to
proactively stop threats before they escalate into full-scale attacks”

Director of Corporate Security

Learn more today
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