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The following customer support addendum (“Customer Support Addendum” or “CSA”) applies to the ordering 
agreement, as amended from time to time, where Cleafy provides the Subscription Services (as described at 
https://cleafy.com/anti-fraud-solution) and related support to Customer ("Ordering Agreement").  All 
capitalized terms not defined in this Customer Support Addendum will have the meaning given to them in the 
Ordering Agreement, unless otherwise defined herein.  
 
1. DEFINITIONS  
The following definitions shall apply to this CSA: 
 
“Availability SLA” means that the production instances of the Subscription Service will be Available at the 
percentage of the time during a calendar month, excluding Excused Downtime. With the term “downtime”, we 
mean the unavailability of a part or the entire Service, it being understood that it is the Customer responsibility 
to define the Fallback strategy in order to guarantee the availability of the Customer payment process during 
Cleafy’s Plat-form downtime.  
“Fallback“, is a contingency option to be taken if the preferred choice (the Service) is unavailable. 
“Available” means the production instance of the Subscription Service can be accessed by authorized users 
during a calendar month, excluding Excused Downtime.  
“Excused Downtime” means: (a) Maintenance Time of up to 4 (four) hours per month; and (b) any time the 
Subscription Service is not Available due to circumstances beyond Cleafy’s control, including modifications of 
the Subscription Service by any person other than Cleafy or a person acting at Cleafy’s direction, a force majeure 
event, general internet outages, failure of Customer’s infrastructure or connectivity (including direct 
connectivity and virtual private network (“VPN”) connectivity to the Subscription Service), computer and 
telecommunications failures and delays, and network intrusions or denial-of-service or other criminal attacks. 
“Infrastructure Modification” means repairs, maintenance, improvements, or changes to the cloud 
infrastructure used by Cleafy to operate and deliver the Subscription Service.  
“Maintenance Time” means the time the Subscription Service is not Available due to an Infrastructure 
Modification, Upgrade, or Update. 
“Request” means the request made in writing by the Customer in accordance with this CSA for support in 
relation to the Subscription Service. 
“Upgrades” are new Release Families applied by Cleafy to Customer’s instances of the Subscription Service at 
no additional fee during the Subscription Term. A “Release Family” is a complete solution with new features or 
enhancements to the Subscription Service, including previously released Updates, if applicable. 
“Updates” are Cleafy’s releases (including patches and hotfixes) of the Subscription Service applied by Cleafy to 
Customer’s instances of the Subscription Service at no additional fee during the Subscription Term that provide 
problem fixes or other changes, but do not generally include new functionality. Cleafy may provide new 
functionality either: (a) as an Upgrade, or (b) as different software or service for a separate fee. Cleafy 
determines whether and when to develop, release, and apply any Upgrade or Update to Customer’s instances 
of the Subscription Service. 

 
2. CUSTOMER SUPPORT  
2.1 GENERALLY. As part of Customer's purchase of Cleafy Cloud services, and during the Subscription Term, 
Cleafy will provide support services to Customer, as specified below. Customers, according to their eligibility, 
may order additional services for additional fees. 
2.2. FIRST LINE SUPPORT. Customer will provide first-level support to Customer end users. Cleafy will provide 
second-level support to Customer Authorized Contacts only as described in this CSA. 
2.3. SCOPE. Customer support is provided to resolve defects causing a nonconformity in the Subscription Service 
as compared to the Product Overview (“Customer Support”). A resolution to a defect may consist of a fix, 
workaround, or other relief, as Cleafy deems reasonable. Customer Support does not include performing the 
following services (“Out-of-scope Services”):  
(i) implementation, configuration, integration or customization services;  
(ii) training or assistance with administrative functions;  
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(iii) resolving immaterial defects or defects due to causes outside of Cleafy's control or due to: modifications, 
misuse, unauthorized alteration of the Subscription Service made by any person other than Cleafy or a 
person acting at Cleafy’s direction;  

(iv) support to Pre-GA offerings as in Section 6 
(v) any value-added service provided by Cleafy to eligible customers under extra fees under specific 

subscription. 
Cleafy may determine that any services are Out-of-scope Services. The Customer acknowledges that Cleafy is 
not obliged to provide Out-of-scope Services, it being understood that the provision of Out-of-scope Services 
may be provided to the Customer subject to separate agreed terms and conditions. 
2.4 ACCESS. Customer Support is available by phone, email or via the support portal https://support.cleafy.com/ 
(“Support Portal”).  
2.5 INCIDENT PRIORITY; RESPONSE TIME; LEVEL OF EFFORT.   Cleafy will use its best efforts to provide Customer 
Support in accordance with the response times specified in the table set out below. 
 

Priority Title Definition Initial Response Goals 
P1  Blocker "Blocker" means any defect that causes 

Services not to be available.  There is no 
workaround currently available. 

30 minutes 
 

(available 24x7) 
 

(Telephone call must follow opening of an 
online ticket; see Section 3.5) 

P2  Critical "Critical" means any defect that causes a 
critical function to fail.  There is no 
workaround currently available, or the 
workaround is cumbersome to use. 

2 hours 
 

(available 24x7) 
 

(Telephone call must follow opening of an 
online ticket; see Section 3.5) 

P3  Major "Major" means any defect that does not 
impact the core functionalities of the 
Service but with an impact on the usability 
that prevents the complete usability of 
the functionalities (for example 
unavailability of the Console, inability to 
change configurations, etc.). 

1 business day 
 

(Available M - F, 9am - 6pm Local Time*) 

P4  Minor "Minor" means any defect that does not 
significantly impede work or progress. 

2 business days 
 

(Available M - F, 9am - 6pm Local Time*) 
 

*Local Time is a primary time zone specified by the Customer. 
 
2.6 CHARACTERIZATION OF REQUESTS. Customer designates P1-P4 priority upon submission of Requests. Cleafy 
will review Customer's priority designation and may change designations that Cleafy believes are incorrect. Any 
such determination made by Cleafy is final and binding on the Customer. 
2.7 APPLICABILITY. During the Evaluation Period response time and level of effort at point 2.5 of CSA and the 
related table are not applicable.  Each request will be managed best-effort on a case-by-case basis during 
standard business working hours. 
2.8 SERVICES MONITORING 
Cleafy’s cloud status page is a specific technical component for supporting the Customer to monitor the status 
of the Service, whose main functions are: 

● Show in real-time the operational status of the Cleafy Cloud platform and its components 
● Collect the availability and service level history of the Cleafy Cloud platform and its components 
● Report ongoing incidents 
● Keep a record of all the incidents, their evolution and resolution 
● Communicate scheduled maintenance windows activities with an appropriate notice 
● Reporting key Service utilization metrics 
● Alert when the usage of the Service exceeds the contractual operational limits 
● Subscribe via Email, SMS webhooks, or Atom/RSS feeds to keep the Customer promptly informed 

about the status of the Service. 
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3. CUSTOMER RESPONSIBILITIES 
3.1 CUSTOMER EFFORTS TO FIX ERRORS. Prior to making a Request to Cleafy, Customer will use reasonable 
efforts to fix any error, bug, malfunction, or network connectivity defect without escalation to Cleafy. Thereafter, 
the Customer may submit a Request for Customer Support. 
3.2 COMMUNICATIONS. Customer will receive from Cleafy communications via email, phone, or through the 
Support Portal regarding the Subscription Service and acknowledges that access to the Support Portal may 
require multi-factor authentication by Customer.  
3.3 CUSTOMER AUTHORIZED CONTACTS.  Customer will appoint a reasonable number of contacts (“Customer 
Authorized Contacts”) to engage Customer Support for questions and technical issues and Customer must 
maintain current contact information for the authorized contacts in the Support Portal who have been trained 
to administer the Subscription Service. 
3.4 PROCEDURES FOR ACKNOWLEDGEMENT AND RESOLUTION OF REQUESTS. When making a Request, 
Customer will (a) promptly provide all requested diagnostic information and circumstances surrounding the 
specific incident and (b) promptly assist Cleafy support personnel as may be required to resolve a Request it 
being understood that any delay by the Customer will be taken into account in calculation of the Initial Response 
Goals set forth in the table of section 2.5. 
3.5 BLOCKER OR CRITICAL PRIORITIES HANDLING. Cleafy Customers must contact Cleafy technical support by 
phone (phone numbers are available on Support Portal) immediately after opening a Blocker or Critical support 
case to ensure the applicable Initial Response Goal is met. 
 
4. AVAILABILITY SLA  
4.1 SERVICE AVAILABILITY. If Customer’s production instance of the Subscription Service is Available less than 
99.9% during a calendar month, Customer’s exclusive remedy is to request Cleafy the issuance of a service credit 
(“Service Credit”) to Customer for the dollar value of the number of minutes the Subscription Service was not 
Available in the month. Service Credits are determined at the deemed per-minute rate Cleafy charges to 
Customer for Customer’s use of the affected Subscription Service. Customer may request Cleafy to apply a 
Service Credit to the next invoice due to be issued under the Ordering Agreement. Customer must request all 
Service Credits in writing to Cleafy within 30 days of the end of the month in which the Availability SLA was not 
met, it being understood that Cleafy shall not, in any circumstances, be obliged to pay any money or make any 
refund to the Customer. Cleafy may delay issuing Service Credits until such amounts reach $1,000 USD or 
equivalent currency specified in the applicable Order Form.  
4.2 INFRASTRUCTURE MODIFICATION CONDITIONS. Cleafy will give Customer 10 days’, at least, prior notice of 
an Infrastructure Modification if Cleafy, in its reasonable judgment, believes that the Infrastructure Modification 
will impact Customer’s use of its production instances of the Subscription Service, unless, in the reasonable 
judgment of Cleafy, the Infrastructure Modification is necessary to: (a) maintain the availability, security, or 
performance of the Subscription Service; (b) comply with Law; or (c) avoid infringement or misappropriation of 
third-party IPR.  
4.3 APPLICABILITY. The Availability SLA does not apply to any: (a) features or Services designated Pre-GA 
Offerings (unless otherwise stated in the associated Documentation), (b) features or Services excluded from the 
Availability SLA (in the associated Documentation), (c) Evaluation Period  or (d) errors: (i) caused by factors 
outside of Cleafy's reasonable control; (ii) that resulted from Customer's software or hardware or third party 
software or hardware, or both; (iii) that resulted from abuses or other behaviors that violate the Ordering 
Agreement; or (iv) that resulted from quotas listed in the Documentation. 
 
5. UPGRADES AND UPDATES 
5.1 Cleafy shall use reasonable efforts to give Customer 30 days’ prior notice of any Upgrade to the Subscription 
Service. Notwithstanding the foregoing, Cleafy may provide Customer with a shorter or no notice period of an 
Upgrade or Update if, in the reasonable judgment of Cleafy it is necessary to: (i) maintain the availability, 
security, or performance of the Subscription Service; (ii) comply with Law; or (iii) avoid infringement or 
misappropriation of any third-party IPR. 
 
6. PRE-GENERAL AVAILABILITY OFFERINGS 
6.1 PRE-GA OBLIGATIONS.  Cleafy has no obligation to provide Customer Support for Pre-GA Offerings, but will 
consider Requests relating to Pre-GA Offerings on a case-by-case basis. 


